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Gracking RNC PDOS MFM Protection
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0 Introduction

We will need:

Superfrog (CAPS image 35 or original disks)

Amiga 500 with 1MB/2MB Chip RAM

FIMP - File Imploder 2.34 (LSD Legal Tools Disk 28)
Action Replay 3

RNC Sector Loader (with stripped off writing code)
Few bottles of Lucozade

When trying to copy disk 1 and 3 we'll see that besides the first two tracks the disk uses some kind of custom MFM disk format, which cannot be

copied. Disk 2 has no standard DOS tracks and uses throughout the whole disk a custom MFM disk format.

&COPY & TOOLS STAR EMO & 5I0E & S4MC & OELICE S COPY @&TOOLS STAR ENO & SI0E & SHNC & OEWICE
il F b b . g

DoSCoPyY 79 1 BOH y4ygs DISK
v YTV

Ak A b, i, .

DOSCoPY o0 O 72 1 BOOH Y489 DISK
- ww Lk a3

t ?
W

LI |

TARGET ORIVES

operation done.

Disk 1 / Disk 3 Disk 2

1
TARGET ORIVES E= _GRAPHIA:CPL

operation done.
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1Analysis of hoot process and loading

First we load the first track into memory and make the first JIMP (A3) to point to itself before we fix the checksum and write it back to disk.
Then we'll reboot and enter Action Replay 3 when we're stuck in the endless loop and change the instruction back again to represent the original
instruction.

The boot block gets loaded to address $5C40.
Now we can step through the code in memory and see what's happening.

~885C4C MOVE.L AL,-(AT)
~BA5CAE MOVE.L #1608,08
“805C04 HOVE,L #10892 D1
BBSCOA MOVEA.L HHHHHHQ4-5,#E
“883COE JSR -Co(Ab)
“805C62 MOVEA.L D@ A3
Ae3C64 MOVEA.L (A?}+,ﬁ1
“883Cee TST.L D@
~883C68 BE Aa8asCAS
“885C6A MOVEA.L Al A2
~885CeC MOVE.L A3, 28(Al)
“805(78 MOVE.L #1089, 24(A1)
“B05C78 MOVE.L #400 2C (AL
ABSC2A MOVE.W #2,1C(AD)
~883C86 MOVEA.L HHGHHHH4-5,#E
“B83C8A JSR -1C8(AG) > _LVODolO - Copy data after bootblock from disk to $400 - $1400 to $A498 (A3)
“885C8E HOVEA.L A2, Al
“BB5C98 MOVE.B 1F(AL),D@
~883C94 BHE ABBASCEC
~885C96 MOVEA.L Baoaaned.s,As
~883C9A JSR -84(Ab) » _LVOForbid
“885CIE MOVEA.L Ba0aaned.5,As
“885CAZ JSR -96(Ab) >
~883CA6 JHP (A) >

» _LVOAllocMem

_LVOSuperState

Continue execution at SA498
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“8A498 BSR
“ABA49C LEA

“BA4AB MOVE.L
“BAAG MOVE.H
“ABAJAE MOVE.L

“B0A4BE LEA

“ABABE MOVE.L
“B0A4C4 MOVE.L
“BRA4CA MOVE.L
“08A4D8 MOVE.L
“B8A4DA CLR.W

“BAAER MOVE.H

“ABAES LLA

“BRAAEC MOVEA,L
“ARAAEE ADDA.L

“B0AdF4 LEA

“BAAFR MOVE.L

“ABAAFA LEA

“BRAAFE MOVE.L
“8A304 TRAP

“BBA386 LEA

ARBBAGAE
AGBRCPC) AL
#a99, (Al

#4000 BADFFAIA
#7FFFJFEF, BADFFA9A

ABBBA3FA, AR

#1000800; (AB)+
#1800000, (AB)+
HFFFFFFFE, (AB)
#3F4, 0eDFFage

AADFE198

#8108, BADFTA%6

AGTC(BC), AR

AT36(PC), A2
AR, (A2)

ATSA(PC) A2
#g,aaaaaéaa
AGTC(PC), AR

“BBAJBA MOVEA.L (AB),AR
“ABASBC ADDA.L HFAR, AP
“§0A512 HOVEA.L A A7

“B8A314 LEA

AGIC(PC), AL

“B8A318 MOVE,L
“B8A31A CLR.L

“BBAI1C MOVE.H
“08A328 MOVE.H
“BBA324 MOVE .M

“8A328 LEA
“BAS2E LEA
“B8A334 BSR
“B8A338 LEA
“BBASIE LEA
“8A344 BSR
“ABAX48 LEA
“BBAYE LEA
“@8A334 BSR

“BBA338 MOVEA,
“BRAIIC MOVEA,
“BBA368 MOVEA,

“08A564 JMP

AR, (Al)
D@

BAARAICE
AAB7C180, AR
AAB7C180, A1

The call to the loader basically loads track 1 (second track) from the disk (sectors 11 - 22).
Since track 1 is also standard AmigaDOS format, we don't have to replace the loader here.

Set a breakpoint at SA564.
Upon break, trace the 2 jump instructions and you'll end up here:

_

LA T P —
T —

—

—_—

Sector start
Sectors to read

Load address
MFM Buffer
Call to loader

Decrunch

Hunk processing
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“B7F486 MOVE.L AM,Q887F 08
“Q7r48C MOVE.L Al,0087F304
“B7F492 MOVE.L A2, B887F .88
“§7F49§ MOVE,L #7F56C, BBDFFRS8
“@7FdA2 CLR.L DA

“B7F4A4 LEA TFa18(PC), AR
“BTF4A8 MOVEA.L ?FEH4(P§}A%1
|”E%EEEE BSR AABTE 7D l
“BirdBe CLR.L D@

“B7F4B8 LEA TTa1E(FC), AR

“B7F4BC HOVEA.L TFa88(PC),Al

~ 4CA LEA EEEIQ]BFLE Read tracks

|”E%E1EE BSR ABBTF 7D l > “gFD8 CLR.L D@

“B7F4CA HOVEA.L TEo84(PC),AB “BTFTDA HOVE.H (AR)+,D1
“BTFACE HQHEE;L_IEEBEIE;Etff::] “BFDC HOVE.H (A8 +,D2
[*A7F4D2 BSR HBATE 924 Decrunch $80FA0  “B7F7DE MOVEA.L Al,AB

“87F4dDo MOVEA.L 7Fo@8(FC),AR “B7F7ER LEA ?EiHE(PE},Al
“B7F4DA HOVEA.L TFo88(PC “B7F7E4 HOVE.H #8088,D3
[H7F4DE BSR @6ATFS2 Decrunch$400 " W%
”E;fqﬁﬁ HE#%E-E EEEEEIPL : BiF{EE BSR HAW T 8l Loader
' \ [ \

“§7F4ES MOVEA.L 7F40 “§7F7F2 BEO.  A@RTFAFE
|“A7F4EC BSR ABBTF 694 Hunk processing  “B7F7F6 MOVE.W #F88,8ADFT 188
“B7FAFe WOVEA.L 7Fa8 ; “B7F7FE BRA Aaa7ETrE
“A7F4F4 MOVEA.L TFa84(PC),Al

“BTFAFR MO

[*ATF4FC JHP (Al) JMP $80FAO

Parameters to first call of loader at S7F4B2:

A0 = $80FAQ

Al =S57C186

D1 =538

D2 =S162

D3 = $8000

D4 = $12389A
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Parameters to second call of loader at $7F4C6:
A0 = S400

Al =$7C186

D1=518

D2 =520

D3 = $8000

D4 =5$12389A

After file loading, take a look at the memory addresses where the files where loaded to:

'086FAQ 41 54 4E 21 08 85 OF 8C @8 82 B7 IE AS 48 80 74[AIN!]........ .t
.B8BFBA FT 48 A1 DC A 4A 83 E9 o6 82 28 D3 4E A2 47 88 ,B.uzd..V. .N.G.

+BGBFCA 26 @B 02 DA B1 E2 @1 1 13 FA @B BB 76 GE BI BB &........... V.,
.A08400 41 54 4E 21 A0 88 74 14 68 A8 2D 96 82 C1 B4 '?E..t...-....’”
808418 89 99 84 7T @y OF A8 F1 13 93 1C CA 1F 99 88 77 ... ..0v0v0iull
1988428 17 7E 30 87 99 88 77 OF 85 AD @D 63 C3 84 3F 7B .*8.. .4, u0u. ] N

After passing through instructions $7F4D2 and $7F4DE you'll notice that the contents changed.
The data was decrunched in place:

.ABAFAR (A BA A3 F3 AR AR HA AR AA AR AR A4 AR BB AQ ABI................
.ABAFRA (4 by WM B3 UM W1 28 D3 44 W Ag 4h bW 1C FF|..,... .0.,.0,,,
+AB8FCH (44 81 DC 5A B9 BB B3 EY bA H] 3|4L FY Y w8 @,0Z...... . N...
.HEBFDA BY Zo 4Y M1 WY H2 U8 WM BO U1 96 WO A0 @1 @@ 8@ &..............
.HEBFEA B0 A0 A0 BA BA A0 A0 B BA AA A6 B A A8 BB BB .......... .00 00,
.ARAFFA A8 8@ 4E B9 @8 0@ 76 6E 4E BY 8@ A1 1B 6A 4E B9 ..N...vnN.... N,
;881008 80 80 AC oA 4E B9 06 08 Bt F8 4E B9 60 @0 Bt 66 ....iIN..... N f
1006400 (AR 48 03 EA 90 0 1C FF160 A0 88 60 A0 88 88 88 ...........,....
.AR8418 - @8 D1 A8 6@ A1 CF @8 8 ..... ..... fiag
.A08420 83 BF A1 8@ 85 63 82 3C A2 C1 B4 7E B9 99 B4 9F .....c.{...". . . B
.B08430 85 99 88 77 13 99 @8 77 13 99 88 77 IF 99 8@ 77 ...woweow W
008448 1F 99 @8 77 IF 99 @@ 77 IF 99 688 77 17 99 88 97 ...w...ou 00
808458 A7 99 @8 77 AF 85 @@ VF A3 C3 B4 3F B FF B2 1E ...w., B0
.A08468 92 FT A1 8@ A1 7F A0 8@ #@ FF 6@ @6 6@ 3F 64 @8 ..... - TP 7
.B08470 08 BF 00 B0 AP B0 A0 A0 A0 A0 BB A7 B0 BB BA BB ................
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The red marked areas represent hunk header information.
$3F3 -> HUNK_HEADER

S3E9 -> HUNK_CODE

S3EA -> HUNK_DATA

Let's stay focused on the file being loaded to S80FAO (main file).
When we go pass the $7F4EC instruction, the contents change one more time:

.B8BFAR 4L T9 88 88 BF C6 08 81 A A2 A6 A0 BA AL @A BA N...............
.ARAFBA AA A1 A6 BA A0 8O AP 8O A0 A0 AG AR AR AA BA BB ................
.HBBFCA B0 A0 A8 BA AQ @@ 4E B9 AQ A8 &6 OE 4E BY @A B9 ,..... N...o.o. N...
.A88FDA 2B BA 4E B9 @@ 88 1C BA 4E B9 8@ 88 Co6 98 4E BY +.N N N
.HQBFEA 8@ A8 C6 @6 4E B9 A8 B8 BD 6A 4E BY 60 @8 AL 12 ... .N....N.....
.AR8FFA 4E B9 @8 B8 Al CE 4E B9 A0 08 86 C2 61 AR 10 48 N..... Novoo a,.0
.A81068 4A 79 88 B8 AF Bo 67 14 4A B9 @@ A8 OF B8 66 08 Jy....g.d..,..f.
881818 B8 76 4A 79 A8 A8 AF BC 66 @8 @A 6C 61 A8 IE 1A .udx....f..la...
.A81020 61 8@ 28 SE 4A 79 @@ B8 32 58 66 @A FF DA 42 79 a, Ay, .2Xf.. By
.H8103A 8@ A8 19 98 4A B9 @8 88 BF BB o6 @A 8@ BC 4E BY ....J..... £,
.A81048 9@ B8 1B A6 68 8@ @@ 4@ 4E BY A8 A8 C6 98 4E BY ....'..BN..... N
:#81058 8@ 88 BS 28 4E B9 06 88 By 8C 4E B9 6@ @8 C7 14 ... N.....N.....

After processing of the hunk header, the relative addresses are converted to absolute addresses and the hunk header is removed.

We can see the address calculation in action in the first instruction which is a jump:
S4E SF9 S00 $00 $00 $26 becomes S4E SF9 S00 $08 SOF $C6.
(526 + S8OFAQ = S80FC6)

Important: Keep the main file's hunk header length in mind which is $2C bytes!
Program execution continues to jump into the unpacked file memory address S80FAO.
When you let the game run, you'll notice that it seems like there is another loader.

Debugging or searching for the hex signature (48 E7 7F FC 4E 56 FF DE) of the previous loader,
gives us the location of the main loader: $8C038.
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That sums up to 3 loaders in 3 separate files located on disk 1:

1.) Sectors $2 - SA
2.) Sectors SB - $16
3.) Sectors S38 - S19A

The first loader we can keep in untouched because it does only read the standard encoded sectors up to sector $16 (size of 2 standard tracks).
The second loader has to be fixed or replaced, because it reads the specially encoded and encrypted sectors coming after sector $16.

The third loader has to be fixed or replaced as well.

Before we proceed to the next steps, make sure you grab the 2nd and 3rd file containing the loaders from memory just after it was unpacked for
later patching:

2nd loader containing file finished loading at SA548 (Address: $7C180 / Length: S3AF4)
3rd loader containing file finished loading at S7F4D6 (Address: S80FAQ / Length: S50F0C)
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2 Disk format and loader explanation

Like most Team17 titles, Superfrog also uses the Rob Northen PDOS disk format.

A standard AmigaDOS disk has 160 tracks, where each track is composed of 11 sectors and each sector having a size of 512 bytes.
On the other hand a PDOS disk has also 160 tracks, but 12 sectors per tracks with 512 bytes capacity per sector.
So you can fit 880 KB data on a standard AmigaDOS disk (1760 or S6EQ sectors) and 960 KB on a PDOS disk (1920 or $780 sectors).

To read the sectors from the disk, a special loader is needed in the case of the original game it is a PDOS sector loader.
PDOS disk format allows encrypting sectors on the disk, to successfully read those sectors one has to supply the correct decryption key.

Let's have a look at the parameters we need to pass to the loader:

DO = Drive to read (on entry)
DO = Error code (on exit)

D1 = Sector start

D2 = Sectors to read

D3 = Drive motor on or off after read
D4 = Serial key

AO = Load address
Al = MFM buffer decode address

The parameters should be quite self explanatory.

In order to create a cracked version of the game, we'll have to obtain the game data from the disks and put them on standard copyable
AmigaDOS disks.

It is to be expected that the game developers arranged the data of the game in a way that makes use of PDOS's extra capacity capabilities to
make the cracker's life hard (but that's what software cracking is all about, isn't it?).

First we have to think about how we will read the data from the disks after we ripped the game data and put it back onto AmigaDOS disks.
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There are 2 different possibilities we may consider now:

1) We may use a byte based loader. This way we may even squeeze out some extra space and possibly still make the game fit on 3 disks.

But on the contrary we have to write lots of interface and plumbing code.

2) We may use the standard RNC sector loader. This way we'll have to extend the game to use 4 disks, but positively we don't have to

write any interface or plumbing code, since the RNC sector loader uses the exact same parameters as the PDOS loader does.

| decided to take the second option.
There will be a surprising discovery later on while following this route, as you'll see..

The RNC sector loader written by Rob Northen was widely used in many different commercial games.
It was well known for its robustness and efficiency and it even provided the ability to write sectors back to the disk.

Since crackers are always trying to reduce their code to the minimal size possible in order to hide it somewhere in memory where it doesn't
bother the rest of the program, N.O.M.A.D. came up with a version of the RNC sector loader with its writing code stripped off.

The reduced size RNC sector loader was used for example in the cracked game Mortal Kombat from Fairlight.
You may either rip the loader by yourself from memory address S86F26 - S871E6 after the Mortal Kombat game is loaded, or grab it from

Flashtro at http://www.flashtro.com/index.php?e=page&id=4044#c21751.
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3 Ripping game data

Now we understand where the loaders are and how they work.
Therefore we'll use the loader at $7F800 to rip all the data from the 3 disks.

We'll start with the first disk. We know the first 2 tracks ($16 sectors) are in standard format, so let's try to rip the sectors ranging from
S16S - $780 (S76A sectors).

Boot the first disk and set a breakpoint at address S7F7EE (call to loader) and S7F7FO0 (right after it).
As soon as the first breakpoint is triggered, change the register contents to the following parameters:

D1=516

D2 =S76A

D4 =$12389A

A0 = $100000 (requires 2MB Chip RAM)

Exit AR3 the second breakpoint gets triggered rather quickly without the disk being read. Examine the register contents - register DO is set to S1E
(some error code). After several trial and error attempts, it looks like the sectors $S16 - $18 are not readable for some reason, but it doesn't pose
a problem since these 2 sectors are never read by the game anyway.

Reset register DO to SO.

Set register D1 to $18 and register D2 to $768 (518 + $768 = $780) and jump back to the loader call at address S7F7EE (command: G 7F7EE).
Now the loading from disk works! Wait until the second breakpoint triggers and save the data at address $100000 to 2 floppy disks (split it
somewhere in the middle).

Insert disk 3. Disk layout is the same as disk 1.
You can leave the parameters as before and divert program execution flow back to S7F7EE and save the ripped data as before.

Finally insert disk 2. The disk doesn't have a boot sector and all sectors on the disk are in PDOS format.
Change D1 to SO and D2 to $780 and rip the data as before.
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Disk 1 and Disk 3:

Sectors SO - $15 Regular AmigaDOS sectors
Sectors $16 - S17 Non readable sectors
Sectors S$18 - S$77F PDOS encoded sectors

Disk 2:
Sectors SO - S$77F PDOS encoded sectors

- No decryption key

- Decryption key: $12389A

- Decryption key: $12389A (same decryption key used)
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4 Analyze data loading

To analyze which data is being loaded from the disk, insert a breakpoint on top of the main loader at $8C038 and take note of the D1 and D2

register contents.

Depending on your gaming skills (or patience), either play the game until the end, make a level skip trainer (change at $819A6: SFFFFFFFE to

$00000001) or use level passwords (http://www.whdload.de/games/Superfrog.html).

The cells marked in blue indicate the disk checks.
The cells marked in red are the disk accesses which exceed $6EQ sectors and therefore need to be moved onto our (soon) newly created disk 4.

Level 1.1

2C7/2F
37E/45
3C3/1F
3E2/7D
45F/3B
49A/9

|4A3/C D1 | 4B1/14 D1 | 4C7/12 D1 | 4DB/16 D1

D1

Level 1.2

2C7/2F
37E/45
3C3/1F
3E2/7D
45F/3B
49A/9

D1

Level 1.3

2C7/2F
37E/45
3C3/1F
3E2/7D
45F/3B
49A/9

Level 1.4

2C7/2F
37E/45
3C3/1F
3E2/7D
45F/3B
49A/9

Complete

4F3/25 D1

Level 2.1

2C7/2F
518/46
55E/1D
57B/84
5FF/3E
63D/4

641/C D1 | 64F/19 D1 | 66A/1B D1 | 687/21 D1

Level 2.2

2C7/2F
518/46
55E/1D
57B/84
5FF/3E
63D/4

Level 2.3

2C7/2F
518/46
55E/1D
57B/84
5FF/3E
63D/4

Level 2.4

2C7/2F
518/46
55E/1D
57B/84
5FF/3E
63D/4

Complete

6AA/31

D1
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Level 3.1

0/2F D2
B7/3A D2
F1/1F D2
110/7F D2
18F/3A D2
1C9/5 D2

1CE/B D2 | 1DB/15 D2 | 1F2/15 D2 | 209/1D D2

Level 3.2

0/2F D2
B7/3A D2
F1/1F D2
110/7F D2
18F/3A D2
1C9/5 D2

Level 3.3

0/2F
B7/3A
F1/1F
110/7F
18F/3A
1C9/5

D2
D2
D2
D2
D2

Level 3.4

0/2F
B7/3A
F1/1F
110/7F
18F/3A
1C9/5

Complete

228/2C

D2

Level 4.1

0/2F D2
254/3E D2
292/23 D2
2B5/71 D2
326/3D D2
363/4 D2

367/E D2 |377/1B D2 | 394/15 D2 | 3AB/23 D2

Level 4.2

0/2F D2
254/3E D2
292/23 D2
2B5/71 D2
326/3D D2
363/4 D2

Level 4.3

0/2F
254/3E
292/23
2B5/71
326/3D
363/4

D2
D2
D2
D2
D2

Level 4.4

0/2F
254/3E
292/23
2B5/71
326/3D
363/4

D2
D2
D2
D2
D2

Complete

3D0/2F

D2

Level 5.1

0/2F D2
3FF/3B D2
43A/17 D2
451/5A D2
4AB/30 D2
4DB/3 D2

4DE/A D2 | 4EA/1A D2 | 506/19 D2 | 521/20 D2

Level 5.2

0/2F D2
3FF/3B D2
43A/17 D2
451/5A D2
4AB/30 D2
4DB/3 D2

Level 5.3

0/2F
3FF/3B
43A/17
451/5A
4AB/30
4DB/3

D2
D2
D2
D2
D2

Level 5.4

0/2F
3FF/3B
43A/17
451/5A
4AB/30
4DB/3

D2
D2
D2
D2
D2

Complete

543/28

D2
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Project-F

56B/1A
585/3C
5C1/2C
5ED/48
635/2A

65F/7 D2

Complete

668/29 D2

Level 6.1

0/2F D2
691/3B D2
6CC/10 D2

Level 6.2 Level 6.3 Level 6.4 Complete

589/95
61E/95

D3
D3

691/3B D2 | 691/3B D2 | 691/3B D2
6CC/10 D2 | 6CC/10 D2 | 6CC/10 D2
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9 Compression format

All files being loaded by the game were packed by File Imploder.

"ATH!T 0 [Original ID: "IMP ! "]

"Imptt 0 Amiga: File Implode

http://www.amiga-stuff.com/crunchers-id.html

Amiga: A lot of Team 17 games

Amiga: A lot of games
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Flmp

Flmp compresses a single file into the following format:

Offset

0x00

0x04

0x08

0x0oC

endoffset

endoffset +
0x04

endoffset +
0x08

endoffset +
0x0C

endoffset +
0x10

endoffset +
0x12

endoffset +
0x2E

Length

4

4
4

endoffset -

0x0C
4

28

Description

The identifying value 0x494D5021, or "IMP!" in ASCII. Clones of the FImp format use the IDs "ATN!", "BDPI", "CHFI", "Dupa",

"EDAM", "FLT!", "M.H.", "PARA" and "RDC9". [1] & [2] E¢
The uncompressed length of the file, in bytes.

The offset of the following compressed data section: endoffset. Always even.

The compressed data section.

Compressed data longword 3.

Compressed data longword 2.

Compressed data longword 1.

The initial literal run length.

Bit 15 is an indicator of compressed data length; bits 7-0 are the first byte of the compressed data ("initial bit-buffer").

The explosion table (8 16-hit values and 12 8-hit values)

Unknown; appears to be a checksum of the preceding bytes, but out by a little.

http://www.exotica.org.uk/wiki/Imploder file formats
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6 Analysis of data access

When we analyzed data loading, you may have noticed that sector $77E is being accessed many times.
The beginning of sector $77E for disk 1 looks like this:

1A4855C 32 32 32 32 00 89 90 A8 81 FA 96 82 @@ @@ 17 14 22221...........
.84856C FF IT FF FE A7 C1 15 A4 A1 FA BC BC A@ @B @@ B8 ................
.B48357C B0 B0 08 0A B0 A0 06 BB A7 CO A9 7A A7 C3 A AR ........... P2,

Sector access $77E is being used for disk identification.

“@8BDC4 MOVE.H #77E,D1
“§8BDCB MOVE.W #1,D2
“§8BDCC MOVE.W  #8608,D3
“§8BDDA MOVE.L #12389A,D4
~§3BDD6 MOVEA,L BBABCHI4, Al
“B8BDDC ADDA.L #3568,A8
“§8BDEZ MOVEA.L ARBSCE94,Al
“B8BDER BSR ABAgCA38

Further investigation of the code shows that there is a lookup table of all disk id's, as well as a memory location for the currently requested disk

id the currently inserted disk id.

Requested disk key 8BEF8 : Disk 3 8BEFC : Disk 1 8BF00 : Disk 2

1 §9BEF4 iﬁﬁﬁ'“ o1 31 311032 32 32 33133 33 33 131 2222111122223333
:B3BF a4 Jo| BB BB B4 00 06 A8 6B 6O 09 A0 A4 A8 2222............

Current disk key

There are in total 3 calls to the loader at $8C038 coming from different locations:
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FA 8CA38

Search fron: 000888 to. 1PAAAA
#8BD34 JSR ARBBCA3S
HEBDES BSR AABECA3S
ABCA2C BSR AABABCA3S

Seanched wp to adr: BFACS4
Ready.

Call from $8BD34 is used during the gambling game after each level.
Call from $8BDES is used for disk identification purposes.
Call from $8C02C is used for loading game data.
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1Reconstructing disk images

To reconstruct the disk images, we'll load all ripped data (per disk) into memory and write it back to disk with AR3.
Remember that at the beginning of sector S6DE we have to store the disk key for disk identification purposes by the game.
S6DE is the second to last sector on our cracked disks, like $77E is the second to last sector on the original disks.

SEBCO0 = $10000 + $S6DE * $200

Disk 1:

LM D1_FIRST2TRACKS, 10000

LM D1_DATA,12C00+400 (sectors $16 + $17 are empty)
M EBCOO -> Set memory to key: $32 $32 $32 532

WT 0 /160 10000

Disk 2:

LM D2_DATA,10000

M EBCOO -> Set memory to key: $33 $33 $33 533
WT 0 /160 10000

Disk 3:

LM D3_FIRST2TRACKS, 10000

LM D3_DATA,12C00+400 (sectors $16 + $17 are empty)
M EBCOO -> Set memory to key: $31 $31 $31 531

WT 0 /160 10000

The data exceeding the maximal size of standard DOS disks, will be put on our new disk 4 in the next step..
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We create a new disk and label it "Disk 4".
The new disk will be split into 3 approximate same sized areas:

Sectors 000 - 585 -> For excess sectors from disk 1 (SO - $249)
Sectors 586-1171  -> For excess sectors from disk 2 ($24A - $493)
Sectors 1172 -1757 -> For excess sectors from disk 3 ($494 - $S6DD)
Sector 1758 -> Disk 4 id (56DE)

Let's take a closer at the disk accesses for the final part of the game (level 6, boss, end sequence):

Level 6.1 Level 6.2 Level 6.3

Level 6.4 Complete

589/95
61E/95

D3
D3

691/3B D2 | 691/3B D2 | 691/3B D2 | 691/3B D2
6CC/10 D2 | 6CC/10 D2 | 6CC/10 D2 | 6CC/10 D2

The blue cells indicate the disk checks. Per level there are 2 disk checks and in between them there are several files being loaded.

Contrary to the previous version of the table, there are now also yellow cells. The yellow cells indicate file accesses which we will duplicate onto
the new disk 4, even they don't exceed S6EOQ sectors.

Why? Because this way we can keep the structure of "disk check-load files-disk check" as it is, which is easier than restructure the whole thing
and there is plenty of space on our new disk anyways.
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Disk 1 Area:

$000 - $24A: You may move some files here if you need to free up some space for a Cracktro/Trainer.

Disk 2 Area:

$24A - $279: S000 / SO2F (Duplicate)
$279 - $2B4: 5691 / S03B (Duplicate)
$2B4 - $2C4: S6CC / S010 (Duplicate)
$2C4 - $310: $6DC / $S04C

$310 - $34C: $728 / $03C

$34C - $352: $764 / S006

Disk 3 Area:

$494 - $4C9: $6B3 / S035 (Boss)
$4C9 - $4E4: S6E8 / S01B (Boss)
S4E4 - $4E6: $703 / $S002 (Boss)
$4E6- S4EA: 5705 / S004 (Boss)
S4EA - $4F7: $709 / SO0D (Level 6.1)
$4F7 - $4F9: Empty gap

$4F9 - $515: $718 / $01C (Level 6.2)
$515 - $517: Empty gap

$517 - $534: 5736 / S01D (Level 6.3)
$534 - $536: Empty gap

$536 - $55B: $755 / $025 (Level 6.4)

Finally add the disk id key $35 $35 $35 $35 at sector S6DE for disk 4 the same way we did it for disks 1-3.
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9 Patch game

Disk 1 and disk 3 are both bootable.

Let's start with disk 3, which contains the story intro.

Patching disk 3:

Boot the game and instantly enter AR3. The boot block will be located at $5C40.

“805C4C MOVE.L AL -(AD)
“B05C4E MOVE L #1099, D

805C54 MOVE,L #18082,D1
“BA5C5A MOVEA.L 8880BAB4. S, A
“@83CIE JSR -C6(AG)
“B83C62 MOVEA.L D@,A3
“BA5C4 MOVEA.L (AT)+,AL
“805C66 TST.L DA

88.3C68 BESE ABABICAS
“BB3C6A MOVEA,L Al,AZ
“@83CeC MOVE.L A3, 28(AL)
“805C70 MOVE.L #1688, 24(A1)
“BA5C78 MOVE.L 4469, 2C(AL)
“BR5C80 MOVE.M 42, 1€ (AL
“805C86 MOVEA.L BABAAAGA,S, A
“BA3C8A JSR -1C8(A6)
“A83CEE MOVEA.L AZ,Al
“§95C98 MOVE.B 1F(AL),D8
“B83C94 BNE 80885CAC
“@83C96 MOVEA.L 808680AA4.5,A6
“BA3C9A JSR -84(A6)
“@83CIE MOVEA.L 80800884.5,A6
“83CA2 JSR -96(A6)
“BB3CA6 JMP (Ad)

> Jump to SA498
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“B8A498 BSR BBABALIC
“8A49C LEA AGBE(PC) Al
“BAAdAD MOVE.L 4469, (AL)

“QBAIAG HOVE.W #4000, BADFFA9A
“QBMAE MOVE.L #7FFF /FFF, Q8DFFA9A

“ABA4BE LEA A9ARA3F4, A

“BAA4BE MOVE.L #1008880, (AB)+
“@BAACA MOVE.L #180808088, (AB)+
“80A4CA MOVE.L #FFFFFFFE, (AB)
“§0A4DA MOVE.L #3F4, BBDFFAS8

“§8AdDA CLR.H  BRDFF138

“BBA4ER MOVE.H #81D8, AADETA96

“BBAER LEA AGBA(BC) , AB
“ABAAEC MOVEA,L (AB),AR
“OBAAEE ADDA.L #7D@,A0
“@BAF4 LEA AT44(PC), A2
“BBAAFS MOVE.L AR, (AZ)
“BBAATA LEA A732(PC) A2
“BRAFE MOVE.L AZ2,06060658
“BAJ84 TRAP 44

“B8A386 LEA A6BA(PC) AR
“BAI0A MOVEA,L (AB),AR
“ABASAC ADDA.L #FAR, AP
“BRATLZ MOVEA.L AD,A7
“08A314 LEA AGBA(PC) AL

“B0A318 MOVE,L ﬁg,(ﬁli
“BBAS1A CLR.L D

“BBADIC MOVE.H #18,D1
“BBA3ZA MOVE.H #68,D2
“B0A324 MOVE.W #8068, D3
B0A528 MOVE.L 4$12389A,D4
“B8ASE LEA ABA513DA, AR
“0B8A534 LEA ABA7AAAA, AL

“BBA33A BSR AARAAIDA

“B8A344 LEA A8R31908,Al
“B8A34A BSR AABAATEA
“BBAJE LEA 88051904, A8
“B8A334 LEA A8851308,A1
“ABA0A BSR
“BBAJGE MOVEA.
“BBA362 MOVEA,
“BBA366 MOVEA.
“BBAI6A JMP

|l
0 o Ln- o 0

“BBAST2 MOVE.H #18,D1
“BRAS76 MOVE.W #8848,D3
“BOASTA MOVE.L #12389A,D4
“hBASE0 LEA #6676864, A8

The first loader on disk 3 reads $60 sectors starting from sector $18.
The actual call to the loader takes place at address SA53A.

We'll replace the old loader with our standard RNC sector loader:

RT 0110000

A 10942 - MOVEQ #0,D4
LM RNC_LOADER, 10944
WTO0 110000
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Let's see what happens after we restart:

Ok the logo gets loaded and then further loading gets stuck..
Most likely there's another loader inside the loaded file that is supposed to take over.
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Since the loaded file is crunched, we'll have to:

— Replace the loader at $7CECO (like the first loader) right after it was decrunched at address SA54A
— Rip the patched file from $519D0 to $519D0+$2C740=S7E110
—  Crunch it with Imploder (FImp)
—  Write the file back to disk:
— RT 2910000
Replace crunched file at $10400
Change signature of crunched file from "IMP!" to "ATN!"
- WT2910000

Let's give it another try.
Looks good, loading progresses..

ONCE UPOMN & TIME IMN THE
HMMasGIC KINGDOR THERE LIVED
& HaPPY PRINCE aMDbD HIS

BEAUTIFUL BRIDE TO BE...

But wait a minute, the static background pictures are loaded but all the animated parts are missing..
Also when we observe the track counter, we see that it tries to load more files at different locations, but fails doing so.
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Sigh.. Looks like there's yet another loader waiting to be replaced..

Ok when we'll keep on following the code from $519D0, we'll soon end up at the following place, where we already should recognize the
pattern:
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“7CDCA MOVE.L
“B7CDCE CMPI.B

#7D9DC, AADFFASH
4FF, RADFFARG

“B7CDD6 BNE ARAYCDCE
“7C0De CMFI.B #28, AADETAA6
“7CDER BNE 808 7CDD3
“B7CDEZ BSR BABTCETA
“B7CDE6 BSR A8A7CEA4
“B7CDEA BSR A887D4EC
“B7CDEE TST.W  BOATDTEE
_fBIEDEﬂ_BEsf ABATCDER
“B7CDE6 MOVE.H #11D,D1
“B7CDFA HOVE. W #212,D2
A7CDEE MOVEA.L TDCBACPC),AR
“R7CEA2 LEA 8067996, Al
“HICEBC MOVE W #78,D1
“B7CE1A MOVE.H_ #A3,D2
“§7CEL4 MOVEA.L TDCAC(RC) AR
“B7CE18 LEA ARATI9F6, Al
“AICELE BSR AaA7TCE4

“§7(E26 MOVEA.L TDCBA(PC),AL
1DCCa

“7CE2A BSR
“B7CE2E LEA
“B7CE32 LEA
“ATCEI8 MOVE,L
“BTCEJE BER
“TCE42 BSR
“ACE46 BSR
“B7CE4A BSR
“BTCE4E TST.H
“B7CE34 BE
“BTCEI6 MOVE,L
“BTCEG® BRA

TDABR(PC) , AD
879906, Al
#10,08
AR TDAAE
ARBTCETA
ARB7CEsd
A0B7DEES
ARB7DTEE
A7CE42
#7DCES AADFFL8
ARBTDCH4

A0 = S80FAQ

A0 = $400
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Since the loaded file is crunched (again!), we'll have to:

— Replace the loader at $8D42E (like previous loaders, first instruction MOVEQ #0,D4) right after it was decrunched at address $7CE2A
— Patch instruction: $8D368 MOVE.W #77E,D1 > MOVE.W #6DE,D1

— Rip the patched file from $80FAQ to S80FAQ + $53C7C = $D4C1C

—  Crunch it with Imploder

—  Write the file back to disk:

RT 125 149 10000

Replace crunched file at $11400

— Change signature of crunched file from "IMP!" to "ATN!"

WT 125 149 10000

Give it another try.
Looks much better.. The animations and disk loading are working now.
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After we learned why our hero turned into a frog, we will be prompted to insert disk 1.

INSERT DISK 1

AND PRESS FIRE

The game provides 2 ways of being booted, either via disk 3 or directly via disk 1 without the story intro.
Therefore we have to make sure we make disk 1 properly bootable as well.

Patching disk 1:

Track 1 ($B - $16) contains the first loader we have to replace on the first game disk.
Since the file containing the loader is packed with Imploder, we'll have to replace the loader in memory after it was unpacked and then right
away grab it from memory, repack it and finally write it back to disk.
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Load in the first track from disk and change first jump to jump to itself:

RT 0 1 10000

“B1085E MOVEA.L @@eaeand.s,Ab “B1885E MOVEA.L B08a8884.%,A6
“018862 JSR -96(A6) “010862 JSR -96(A6)
“B10866 JMP (A3) —> “B10866 BRA CLLNEL LT
BOOTCHK 10000

WT 0 1 10000

Restart Amiga and when being stuck, change the instruction back and trace until you arrive at this place:

“B8A31A CLR.L D@

“8A31C MOVE.H #B,D1
“B8A328 MOVE.H #B,D2
“80A524 MOVE.H #8608,D3
:EEEEEH LEA ARA7Ci8M, AR

e
“90AS38 LEA  0007C180,A0
88453

B

“ABAX48 LEA aeavc1ea, e
“BBAME LEA BaA7C188,A1
“08A334 BSR BOAAARD2
“BBA338 MOVEA.L A6BA(PC),AR
“BBAIIC MOVEA.L A6TC(PC),AL
“BBA368 MOVEA.L A678(PC),A2
“B8A364 JMP aea7c1ge

Set a breakpoint at address SA548 after the file was unpacked.
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Go to the load address of $7C180 and scroll down until you encounter the loader:

“R7r828 MOVEM.L D1-D7/AB-A5,-(A7)
A7F824 LINK A6, #FFFFFFDE
“§7F§28 MOVE.W D8,D3

“B7F82A ANDI.H E3,D5

“B7FB2E MOVE.W DJ,-22(A6)
“B7F832 MOVE.H D1,-28(A6)
“B7F836 MOVE.H D2,-1E(A6)
“7F83A MOVE.H D3,-1C(A6)
“BTF83E MOVE.L D4,-12(A6)
“Q7r842 MOVE.L AR, -1A(A6)
“B7F846 MOVE.L Al,-16(A6)
“@7F84A ROR.H  #2,D0

“B7F84C ANDI.H #1,D8

As usual change the first instruction at S7F820 to set the key to zero and then replace the loader at the following instruction.

A 7F820 -> MOVEQ #0,D4
LM RNC_LOADER,7F822
SMD1_B B UNPACKED, 7C180 7C180+3AF4

-= PACK FILE WITH IMP =-

RT 1110000

LM D1_B_B PACKED, 10000

M 1000 -> Change signature from "IMP!" to "ATN!"
WT 1 1 10000
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Now restart the Amiga and we'll notice that we're stuck at the following screen:

Load the main file we ripped during the boot process analysis to $80FAQ - $2C = S80F74 (remember $2C is the hunk header size).
By loading the file into this memory address, we may use the addresses like after the hunk processing done at S7F4EC.

Therefore patching can be done directly without unnecessary searching and offset calculations.

Extend the lookup table for the disk id's with the following value for disk 4:

,AEFB4 A0 A8 E_E%]HH A0 A A BQ A8 AA A8 A6 A
188814 [35 35 ] e 84 ag

,88BF24 2F A9

,B8BF34 CE 58

=

[arar]
- -
[ LN =
=g x]e ]
e
—
[ = =] =}
[~ LN =] ]
= =] -]
[ =]
]
[y |
bar |
[ =]
L= =]
[~ -V -]
[~ = =]~}
M-y -]

4
4

2222111122223333
B8 et
l*!lr1lllllII INIII
JNudy, .. f L Da
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Next step is to replace the old PDOS loader with our RNC loader.
At $8C038 we'll put a MOVEQ #0,D4 to always pass the key SO0 SO0 SO0 SO0 to the loader (we don't want to patch every single call to the loader,
so we apply the patch centrally).

Then load the RNC loader to address S8CO3A - S8C2FA.

“B8CH38 HﬂUEﬂ
A8CA3A HOVE
“B8CH3E LINK
“98Ce42 LEA
“B8Ch48 LEA
“A8CR4E LEA
A8C832 MOVE.L

08,04

.L D1-D7/AB-A6,-(AT)
IT

A2 HFFFFFFDb
ARDEFaAR, A
AABED1AA A5
SBFEC(PC), Ad
AD,-2C (A2

~B9CH56 MOVE.L
~B9CH5A MOVE .
~B8CH5E MOVE .H
~B9CA62 MOVE.H DZ,-
~98(A66 ADD.  D1,D2

#3CO68 CHP.H  #6E8,D2

2)
2)
2)
2)

The following 3 routines are used by the game to select the disk id where the data should be loaded from:

“B8BDSE MOVEM.L DB-D7/AB-Ab,-(A7)
“#9BD62 LEA BHBRAF S8, Al
“B4BD6E BRA A888ED 84

v

$31 $31 $31 $31 (Disk 3 (Story))

“88BD6A MOVEM.L DA-D7/AB-A6,- (AT)

$32 $32 $32 $32 (Disk 1)

v

“HEBD6E LEA
“B8BD74 BRA

RHABAF3C, AB
8888084

“BEED76 MOVEM.L DB-D7/AB-A6,-(A7)

“B8EDTA LEA
“B8EDEA ERA

$33 $33 $33 $33 (Disk 2)

v

ABABAFGA, AR
A888BD 84
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Now we need a place where we can put the same routine for our disk 4, but this time pointing to the new disk id $35 $35 $35 $35.
Ideally we put it just behind the replaced loader since there is still enough space being occupied by the original loader.

“B8C2FA MOVEM.L D@-D7/AB-Ag,-(A7)
“B8C2FE LEA ABASRF 14, AB > $35535 535535 (Disk 4)
“08C3084 BRA A808EDE4
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Since standard format disks contain $6EQ sectors and not $780 sectors like PDOS disks, we have to patch the location where originally sector
S77E is read for obtaining the disk id. We patch it to read sector $6DE:

“B8BD84 CMPI.M #2,00ARAFAD
“B8EDEC BNE B068BEEE
“BEBD9A MOVEA.L HBASCE94,Al
“@8BD% CLR.L BB(AL)
“B8BD9A MOVE,L (A8),B088BEF4
“B8BDAR CLR.L
“B8BDAZ LEA ABASCH6E, Al
“B8BDAR MOVE,L D7,D6
“@8BDAA ADD.L D&,Dé
“B8BDAC ADD.L  D&,D6
“@BBDAE ADDA.L D&,A3
“§GEDBG IST.L  (AS)
“B8BDB2 BNE AHASBE A
“B8BDB6 MOVE.L D7,-(AT)
“§4EDBS MOVEA.L BBASC694,AlL
:EEBDEE CLR.L  3u88(Al)

_Bﬂﬂgzziiiigzziiﬁigzzj
|*BBBDC4 MOVE.W #6DE,D1
“HUBDLE

“§4BDCC MOVE.W 48608,D3
“@8BDD8 MOVE,L #123894, 4
8SEDD6 MOVEA,L ABASCEI4, AR
“@8BDDC ADDA.L #30988,A8
“§8BDE: MOVEA.L ABABC694,AL
“B8BDES BSR a688Ca3E

[ — ) TE |
-2 =1L
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In the same routine we'll need to extend the functionality to recognize our new disk 4.
Otherwise it would keep on searching for disk 4 in an endless loop.

“BBBDEC MOVEA.L B888C694,A6

“BREDE2 (MPI.L 431313131, 3500 (A6)

“BSEDFA BE ABASBE]2

“B8BDFC CMPI.L #32323232,3500(A6)
ASRER4 BEg ABARBEL2

“R8BEA6 CMPI.L #33333333,3.00(A6)
ASBEBE BE AHARBEL2

“B8BELD B Q8aSBDES

Patch to

\ 4

“B8BDEC MOVEA,L BOBEBGE4,Ab
“§8BDF2 CMPI.L #31313131,3560(A6)
“B8BDFA BEgI L 8BE12

“B8BDFC CH #32323232, 366 (A6)
“B8BEB4 BEg BBARBEL2
“B9BEAG CHPI.L #33333333,3500(A6)
“BBBEBE BRA LLL B LE

l Add functionality

“B8C 368 EEg ABARBE]2
“B8C38C CMPI.L #39323030,3900(A6)
“B8C314 BE ABARBE]2
“B8C318 B ABasBDES

When we keep on scrolling down a bit, we come across this interesting piece of code:

“B8BE94 CLR.L D@

“B8BE96 MOVE.B @BABBEF4,DA

“BBBEIC CMPI.B #31.D@
AEBEAB BNE ABABBEAA

“B8BEAZ MOVE.L #2,08

“B8BEAS BRA AB88BEAE

“88BEAA SUBI,B #32,08

“§8BEAE MOVEA.L 8BBBCASC,AD

“B8BER4 JSR (AB)

“B8BEB6 MOVE.L #73D8, AADFFO88
AEBECA BSR 808C698

“B8BECA MOVEM.L (A7)+,DB-D7/AB-Ab

“BEBECE BRA a06EBDAR

vV V

v

\ 4

v

Requested disk id (first byte)
Disk 3 id $31 special handling

DO = $2 - Disk 3

DO =50-Disk1/S$1-Disk2/S3-Disk4

A0 = $41D5C
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“841D3C BSR AB0428A8
“841D68 MOVE.L #420BE, BADITAEH
~§41D6A MOVEM.L DA-D7/AB-A6,-(AT)
“841D6E CMPI.H 48,08
841072 BNE A0841D7A
“841D74 LEA ABR4CCT2, AL
“041D7A CMPI.H #1,00
“B41D7E BNE AB841D86
“041D88 LEA ARA4CCE4, AL
“041D86 CMPI.H #2,00
“B41DgA BNE A8841D92
“041D8C LEA ABA4CCI6,Al
“041092 CMPI.H #3,00
“041D96 BNE #0641D9E
“841D98 LEA BBR4CCAR AL
841DIE MOVE.L AL,B8R41EC
“841DA4 BSR #86841DEA
“841DA8 BIST  #7,00BFER6]
“B41DE@ BNE A9841DAS

v

v

v

v

Load address for disk 1 request screen

Load address for disk 2 request screen

Load address for disk 3 request screen

Load address for disk 4 request screen
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Wait a minute.. There is a request screen for disk 4?

DISK
EEGUEST

IMSERT
OISK 4
AMO_PRESS
FIRE

Cool.. Looks like the developers didn't bother to remove it before mastering the game :)
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Now we come to the final step of fixing the disk accesses.

All levels 6.1 to 6.4, the boss stage and end sequence will be loaded from disk 4.

The swap requests from disk 2 and disk 3 to disk 4 have to be fixed.
The individual data accesses which would otherwise exceed the disk capacity have to be patched as well.

Level Disk Check | Disk (Old) | Disk (New) | Sector / Amount (Old) Sectors occupied (New) | Memory location
Level 6.0: | $81614 2 4 S000 / SO2F (Loaded from $S8B022) S24A - $279 S8DB9I8 (add manually)*
$691 / S03B $279-S$2B4 S8DDBA
$6CC/ S010 S2B4 - S2C4 S$8DDCO
S6DC/ S04C $2C4 - $310 S8DDC6
$728 / S03C $310-$34C $8DDCC
$764 / S006 $34C - $352 S8DDD?2
Level 6.1: | $8B112 3 4 $709 / S00D SAEA - S4F7 S8DBC2
Level 6.2 | S8B1B4 3 4 $718 /S01C S4F9 - §515 S8DBC8
Level 6.3 | $8B256 3 4 $736 /$01D $517 - $534 S8DBCE
Level 6.4 | S8B2F8 3 4 $755 /$025 $536 - $55B S8DBD4
Boss: $81706 3 4 S6B3 / S035 $494 - S4C9 S8DBAA
S6E8 / S01B S4C9 - S4E4 S8DBBO
$703 / $002 SAE4 - SAE6 S8DBB6
Boss: S8B4AS8 3 4 $705 / S004 S4E6 - SAEA S8DBBC

* S8DB98 - S80FAQ = SCBF8 (relative address)

Patch all above disk checks to: JSR B35A (relative address S8C2FA - SS80FAO = SB35A)
Search in S8DBIE area for sector/amount pair and patch accordingly for example: 06 91 00 3B becomes 02 79 02 B4
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Alright we're almost done with the crack:

— Grab the main file from memory

— Pack the file with Imploder

— RT 513010000

— Replace patched and packed file at $10200
— Change signature from "IMP!" to "ATN!"

— WT5 13010000

Et voila, we're done with our Superfrog crack!

EQOQOO

DEIS ATHADEAARK

Greetings to the awesome Flashtro community!

scenex 2016
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